Unified Threat Management

A complete all-in-one Unified Threat

Management package

Smoothwall’s UTM is an effective, single solution that
protects your network and users against web and
non-web borne threats. Smoothwall’s UTM combines
Layer 7 application control with perimeter firewall and
stateful packet inspection to provide next generation

firewall functionality.

The solution provides acomplete security package, featuring
real-time anti-malware protection powered by Bitdefender,
HTTPS inspection, anonymous proxy detection & blocking,
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and intrusion detection & prevention. Furthermore, it
includes our market-leading SWG web control solution.

Anti-malware protection

Intrusion detection &
prevention

Perimeter firewall

Flexible deployment

options

Smoothwall's  UTM offering s
designed as a transferable solution
that canbetailoredfororganisations
within  education, government,
healthcare and corporate business
sectors. Deployment is available
as software, one of our hardware
appliances or VM, and can be
deployed locally, centrally or in
hybrid combination.

For sector specific information,
please request a brochure at
smoothwall.com/evaluate

smoothwall

The Web You \Want


www.smoothwall.com/evaluate

Key Features:

@ Next Generation Firewall

Perimeter firewall and internal
segmentation firewall to protect
your network against all web and
non-web borne threats. Simple
creation and management of firewall
rules that is supported by powerful
real-time logs.

@ Daily Reports & Alerts

Schedule customised reports on
user activity that export to PDF,
Excel and HTML, access a live view
of users web activity and receive
notifications for policy breaches
and network outages.

@ Who, What, Where, When

Build customised policies based
on user or user group, content
category, time, location IP, subnet
and hostname, for mobile devices
and laptops.

<
Supports both Site-to-Site (IPSec)

VPNs and Remote Users (SSL and
L2TP) for secure point-to-point and
client connections.

@ Link & Load Balancing
Support for multiple WAN
connections in either a failover or

load balanced configuration.

*Available at an additional cost.

Gateway Anti-Malware*

Identifies signatures of malicious
content at the gateway to protect
against known and zero-day
threats. Anti-spam provides
advanced protection against email
fraud, phishing and spam. Powered
by Bitdefender.

Safeguarding

The safeguarding reporting suite
notifies you of any safeguarding risk
against seven category rulesets,
including radicalisation, suicide and
self-harm, allowing you to protect
your users from harm.

Anonymous Proxy Blocking

Real-time blocking of anonymous
proxies to prevent users from
circumventing the filter to access
blocked content from websites or
file transfer sites.

Layer 7 Application Control*

Also known as Deep Packet
Inspection (DPI) and allows you
to control non-web ftraffic such as
Skype and BitTorrent.

Bandwidth Optimisation*

Limit bandwidth use by content
type, user, time and location, and
web proxy cache.
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On Device Filtering

Enforce web usage policies on
all devices through Smoothwall
Connect, even when not connected
to your network. The Connect
Filter protects i0S, Mac OS,
Chromebooks and Windows clients
and devices.

Content-Aware Filter

New content is categorised into
over 100 filter categories in real-
time. Easily block specific search
terms, enforce safe search on
search engines, and even filter SSL
traffic.

BYOD

Offer public Wi-Fi filtering and filter
guest mobile devices securely on
your network. Smoothwall’s remote
filtering supports Windows, Mac,
iOS and Chromebook.

Intrusion Detection

Detect, monitor, report on and
prevent malicious attacks on your
system that seek to identify and
exploit your network.

Authentication
Easily integrates with Active

Directory, Google, Open Directory
and more.
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“It’s an end to end, all in one
box, securing the network
and providing excellent
filtering all in one appliance.”
North East Learning Trust

www.smoothwall.com
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